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Introduction:

The educational program is a well-planned set of courses that include
procedures and experiences arranged in the form of an academic syllabus.
Its main goal is to improve and build graduates' skills so they are ready for
the job market. The program is reviewed and evaluated every year through
internal or external audit procedures and programs like the External

Examiner Program.

The academic program description is a short summary of the main
features of the program and its courses. It shows what skills students are
working to develop based on the program's goals. This description is very
important because it is the main part of getting the program accredited,
and it is written by the teaching staff together under the supervision of

scientific committees in the scientific departments.

This guide, in its second version, includes a description of the academic
program after updating the subjects and paragraphs of the previous guide
in light of the updates and developments of the educational system in Iraq,
which included the description of the academic program in its traditional
form (annual, quarterly), as well as the adoption of the academic program
description circulated according to the letter of the Department of Studies
T 3/2906 on 3/5/2023 regarding the programs that adopt the Bologna

Process as the basis for their work.
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-

In this regard, we can only emphasize the importance of writing an
academic programs and course description to ensure the proper functioning

of the educational process.
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Concepts and terminology:

Academic Program Description: The academic program description provides a

brief summary of its vision, mission and objectives, including an accurate description

of the targeted learning outcomes according to specific learning strategies.

Course Description: Provides a brief summary of the most important characteristics
of the course and the learning outcomes expected of the students to achieve,
proving whether they have made the most of the available learning opportunities. It
is derived from the program description.

Program Vision: An ambitious picture for the future of the academic program to be

sophisticated, inspiring, stimulating, realistic and applicable.

Program Mission: Briefly outlines the objectives and activities necessary to achieve

them and defines the program's development paths and directions.

Program Objectives: They are statements that describe what the academic

program intends to achieve within a specific period of time and are measurable and
observable.

Curriculum Structure: All courses / subjects included in the academic program

according to the approved learning system (quarterly, annual, Bologna Process)
whether it is a requirement (ministry, university, college and scientific department)
with the number of credit hours.

Learning Outcomes: A compatible set of knowledge, skills and values acquired

by students after the successful completion of the academic program and must
determine the learning outcomes of each course in a way that achieves the
objectives of the program.

Teaching and learning strategies: They are the strategies used by the faculty

members to develop students’ teaching and learning, and they are plans that are
followed to reach the learning goals. They describe all classroom and extra-

curricular activities to achieve the learning outcomes of the program.
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Academic Program Description Form

College: Cybersecurity Engineering Technologies
Academic or Professional Program name: Bachelor Cybersecurity Engineering

Academic System: Bologna process

f University Name: Ishtar College University
[ File Filling Data: 19/4/2026

Description Preparing Date: 19/4/2026

Signature: Signature: - |.

| Name of Scientific Association: Name of Head of Department: |
| PROF.DR.Abbas Hussein Mughair PHD. May Abd Almoneim Saleh |
Data: 25/4/2026 Data: 25/4/2026
|

The file is checked by:

Department of Quality Assurance and University Performance

Date: 48 /04 /R024 Ao

Signature: MSC. Hassan Najdi Aboud o

|

|

Director of the Quality Assurance and University Performance Department:
|

%@Z{Ma%’

‘ Approval of the Dean
i Peof 3. Kadhiw phies
|
|
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1. Program Vision |
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The Envirt;r;l;;r;tal S;c:u_r-i-t;burhmitté;s_eéi{.s_t_ﬁ-spread knﬁ»;i;dge_a_ﬁ_c_l _t;l;;rel-ﬂ;p
a secure digital environment that confronts the latest challenges and
developments in the field of environmental security. Through continuous testing
and strategic initiatives, the committee aims to enhance awareness, protect

digital assets, and ensure a robust and ready environmental infrastructure to

face future challenges

2. Program Mission

The Environmental Security Committee is committed to providing comprehensive
awareness content, promoting a culture of digital protection, and enhancing best

practices in environmental security to protect individuals and institutions from

advanced electronic threats

3. Program Objectives

1. Raise awareness among individuals and society about the importance of
cybersecurity and best practices for protecting data and privacy.

2. Provide specialized professional working methods in the field of
environmental security, including articles and training courses.

3. Enhance technical skills through the participation of various parties in the
field of digital protection, monitor emerging environmental threats, publish
analytical reports to educate the community on how to avoid them, and build
a vibrant environmental community that shares knowledge and expertise

across various digital platforms.

4. Program Accreditation

—— —_—— —— — = = —— —— e —

presentation program

5. Other external influences

not available
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6. Prngraﬁ Struc;t_dre

Program Structure Number of Credit hours Percentage Reviews*
Courses
Institution
Requirements
College
Requirements
Department
Requirements
Summer Training
Other
* This can include notes whether the course is basic or optional.
7. Program Description
Year/Level Course Code Course Name Credit Hours
2025/2026 CSTE1102 Introduction to | theoretical practical
first level Information
System
2025/2026 CSTE1102 Fundamental | theoretical | practical
first level of Electrical
Eng.
2025/2026 CSTE1104 Programming | theoretical | practical
first level Essentials
2025/2026 CSTE1104 Mathematics I | seminar | practical
first level

e
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2025/2026

EETC102

Engineering practical
first level Drawing
- |MTU1006 | Democracy & | theoretical | seminar 1
2025/2026 Human Rights
first level
20252026 | CSTE1201 | Digital Logic | theoretical | practical
second level Design
2025/2026 CSTE1202 Ethics for the | theoretical | practical
second level Information
Age
2025/2026 CSTE1203 General theoretical | practical / seminar
second level Physics
CSTE1204 | Mathematics II | theoretical | practical / seminar
2025/2026
second level
20252026  |EETC101 | Engineering | theoretical | practical / seminar |
second level Workshops
= . — p———— "?‘ =

————————
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MTU1001 | Arabic

theoretical | seminar

2025/2026

second level Language
|
| 2025/2026 MTU1002 English theoretical | seminar |
' second level Language (1) |

e e — - —— —gerey e
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Second Level

2026-2027 CSTE2101 | Introduction Theoretical+
first term to Information reports | 125
System
2026-2027 CSTE2102 | Fundamental | theoretical+ | 125
first term of Electrical reports
Eng.
2026-2027 CSTE2103 | Programming | theoretical+ | 150
first term Essentials reports
2026-2027 CSTE2104 | Mathematics I | theoretical+ | 150
first term reports
2026-2027 CSTE2105 | Engineering theoretical+ | 150
first term Drawing reports
MTU1002 Democracy & | theoretical+ | 50
2026-2027 Human Rights | reports
first term
2026-2027/ | CSTE2201 | Numerical Theoretical+
second term Analysis & reports 100

Statistics
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2026-2027 CSTE2202 | Object Oriented | theoretical+ | 125
second term Program ming reports
2026-2027 CSTE2203 | Microprocessors | theoretical+ | 150
second term reports
2026-2027 CSTE2204 | Communication | theoretical+ | 125
second term Fundamentals reports
2026-2027 | CSTE2205 | Introduction to | theoretical+ | 150
second term | Database —-SQL | reports
‘M TU1003 | English theoretical+ | 50
2026-2027 Language (2) reports
second term
2026-2027/ | M TU1009 | Arabic theoretical+ | 50
second term Language (2) reports
Third Level
2027-2028 /| | CSTE3101 | Computer Theoretical+
first term Network reports | 125
Fundamentals
2027-2028 CSTE3102 | Information theoretical+ | 125
first term Security & reports
Cryptography
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2027-2028 CSTE3103 | Digital Signal theoretical+ | 125
first term Processing reports

2027-2028 CSTE3104 | Software theoretical+ | 125
first term Engineering reports

2027-2028 | CSTE3105 | Python | theoreticals | 125
first term Programming reports

CSTE31XX | Elective 1 theoretical+ | 125

2027-2028 reports

first term

2027-2028 | | CSTE3201 | Cybersecurity Theoretical+

second term Essentials reports | 125
2027-2028 CSTE3202 | Artificial theoretical+ | 125
second term Intelligence reports

2027-2028 -ETST_EI3203 , Oj}_ei'ating_ | theoretical+ | 125
second term Systems reports
-IIiGZ?—ii}ﬁ—_EéTﬁfSZM Web Design ] theoretical+ | 125
second term reports
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2027-2028 CSTE3205 | Computer theoretical+ | 125
second term Network reports
Protocols

CSTE32XX | Elective II theoretical+ | 125
2027-2028 reports
second term

Fourth Level

2028-2029 / | CSTE4101 | Advanced Theoretical+
First term Cybersecurity | reports 150
2028-2029 | CSTE4102 | Network theoretical+ | 150
First term SRS b
2028-2029 | CSTE4103 | Cloud theoretical+ | 150
First term Compig reporss
2028-2029 | CSTE4104 | Cybersecurity | theoretical+ | 125
PR Governance reports
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2028-2029 | CSTE4105 | Project theoretical+ | 50
pT— Preparation reports

- | CSTE41XX |Elective Il | theoretical+ | 125
2028-2029 reporss
First term
2028-2029 / | CSTE4201 | Ethical | Theoretical+|
— Hacklng'& reports 150
s Penetration

Testing

2028-2029 | CSTE4202 | IoT Security theoretical+ | 150
second e sl
term
2028-2029 | CSTE4203 | Mobile Security | theoretical+ | 125
second L
term
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2028-2029 MTU 1008 | Professional theoretical+ | 75
saiond Ethics reports
term
2028-2029 | CSTE4205 | Final Project theoretical+ | 125
second FEpERLS
term

CSTE42XX | Elective 1V theoretical+ | 125
2028-2029 Fepalts
second
term
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8. Expected learning outcomes of the program

Knowledge

1. Aiming to protect systems and
data from cyberattacks.

2. Designing and building secure
and robust security systems.

3. Working on data center
networks and their management.

4. Providing scientific and
technical consultations in the field
of cybersecurity to government and
private sectors

Skills

Ability to protect and encrypt
information.

2. Dealing with crises and
scientific problems in
cybersecurity.

3. Identity verification and access
control methods.

Penetration Testing and Digital
Forensics

Ethics

Developing students’ abilities to
share ideas

9. Teaching and Learning Strategies

- Detailed explanation of the academic material to students.

* Engaging students in group discussion and providing important scientific examples related to
operational issues and security breaches.

- Discussion and dialogue about terms related to the topic

— S

10. & Evaluation ma.irii;;s

Weekly, monthly, and daily examinations, and the end—of-year examination.
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11. Faculty

Faculty Members

Academic Rank Specialization Special Number of the
Requirements/Skills | teaching staff
(if applicable)

General Special Staff Lecturer

Prof.

Assistant 1-.§eneral . - - _ _l;t_aff il

professor

Lecturer

Assistanf I{j g.;eral - : 10 siéff ol

Lecturer

Professional Development

Mentoring new faculty members

Professional development of faculty members

— e wm amam —

12.  Acceptance Criterion

using numerous research papers published in the scientific researcher.

13. The most important sources of information about the program

Using many recent research papers published in international journals from

Google Scholar (or "the scientific researcher’ — likely referring to Scholar)
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14. Program Development Plan

. Using new concepts in the field of media and utilizing various illustrative means
to understand attacks and challenges that occur frequently in the field of modern

technology.

+ Using examples and illustrative means that are close to the student's mind

e e e e e —

q
—— e
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MODULE DESCRIPTION FORM

Al Hal) 3alall aa g C.‘l}m

Module Information
) 5l 3oLl il glaa

General Physi

Module Title e A Module Delivery
Module Type Basic X Theory

L] Lecture
Module Code CSTE1203 X Lab

X Tutorial
ECTS Credits S [] Practical

L] Seminar
SWL (hr/sem) 125
Module Level 1 Semester of Delivery 2
Administering Department CSTE College EETC
Module Leader Salam Hamid Karim e-mail salam.hameed@ishtaruc.edu.ig
Module Leader’s Acad. Title Module Leader’s Qualification MSC.
Module Tutor e-mail
Peer Reviewer Name Salam Hamid Karim e-mail salam.hameed@ishtaruc.edu.iq
Scientific Committee Approval
Date 21/4/2026 Version Number 1.0

Relation with other Modules
S DAY 4 5l 3 gall as A8

Prerequisite module None Semester
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Delivery Plan (Weekly Syllabus)
I’.I.A:J\Jé_).]nﬂlfnj.:.u‘ﬂ CLHAI |
Introduction Physical Quantities, Unites and Measurement Week 1
* Dimensions and Units
* Dimensional Analysis
* Conversion of Units
Kinematics and Dynamics Week 2
e Reference Frames and Displacement
* Average Velocity
« Instantaneous Velocity
* Acceleration
» Motion at Constant Acceleration
« Freely Falling Objects
e Force and Motion
e Collisions and Impulse
» Projectile Motion
Mass, weight and Density Week 3
* Definition of Mass
e Units and Law of Mass
e Definition of Weight
* Units and Law of Weight
e Definition of Density
« Units and Law of Density
» Specific gravity
Turning Effect of Forces Week 4
e Moment of a Force
e Principle of Momentum
¢ Conditions of Equilibrium
Pressure, Energy, Work, and Power Week 5
e Definition of Pressure
 Units and Law of Pressure
e Pressure in Liquids
Page 2 of 5
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* Definition of Energy
» Units and Law of Energy
e Kinetic energy
« Potential Energy
e Definition of Work
e Units And Law Of Work
e Definition of Powe
Turning Effect of Forces Week 4
e Moment of a Force
e Principle of Momentum
« Conditions of Equilibrium
Units and Law of Power
Motion Along a Straight Line Week 6
* Displacement, Time, and Average Velocity
* Motion
« Position and Displacement
» Average Velocity and Average Speed
Motion in Two or Three Dimensions Week 7
» Position and Velocity Vectors
e Acceleration Vector
« Projectile Motion
Newton’s Laws of Motion Week 8
e Newton’s First Law
e Newton’s Second Law
e Newton’s Third Law
Page 3 of 5
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Mid Term Exam

Week 9

General Wave Properties

® ® @& @

Mechanical Waves
Transverse waves
Longitudinal waves
Surface waves
Measuring a Wave

Week 10

Light

* Introduction
* Definition of Light

* What is of Light

* Properties of Light

* Application of Light

Week 11

Electromagnetic Spectrum

* Definition of Electromagnetic Spectrum

* Type of Electromagnetic Spectrum

* Detecting Electromagnetic Waves from Space
* Energy in Electromagnetic Waves

Week 12

Magnetism

* Introduction

* The Source of All Magnetism

* Universal Characteristics of Magnets and Magnetic Poles
* Earth’s Magnetic Poles

* Types of Magnetism

Week 13

SElectromagnetism

Week 14

Page 4 of 5
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* Introduction
e ¢ [aradays L.aw
* *Emfinduced in a moving conductor
e * Energy stored in a magnetic field
* Definition of Sound and Hearing
* Speed of Sound, Frequency and Wavelength
* Sound Intensity and Sound Level

* Definition of Hearing

* The Hearing Mechanism

final exam

Week 15

Page 5 of 5
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MODULE DESCRIPTION FORM

Ayl Baladl Loy TO9e

Module Information

Al Al salall cala gz

Module Title Ethics for the Information Age Module Delivery
Module Type Core R Theory

L] Lecture
Mod p

ule Code CSTE1202 M isb

ECTS Credits 4 [J Tutorial

L] Practical
SWL (hr/sem) 100 Seminar
Module Level 1 Semester of Delivery 2
Administering Department CSTE College EETC
Module Leader May Abd Al Moneim Saleh e-mail mai.abdulmunim@ishtaruc.edu.iq
Module Leader’s Acad. Title lecturer Module Leader’s Qualification PhD
Module Tutor Name (if available) e-mail E-mail

May Abd Al Moneim
Peer Reviewer Name Saleh e-mail mai.abdulmunim@ishtaruc.edu.ig
Scientific Comm |
B Spnrow 21/4/2026 Version Number | 1.0
Date
Relation with other Modules
AV Al ) gall ae Al

Prerequisite module None Semester
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Delivery Plan (Weekly Syllabus)
$ il & g E\.‘_‘ul’l

Introduction to Computing. Week 1
Introduction to Ethics Week 2
Networked Communication Week 3
Internet Interaction Week 4
Impact of Social Media and Online Advertisement Week 5
Children and Inappropriate Contents Week 6

Internet Research. Week 7
Intellectual Property Week8
Mid Term Exam Week9
Trademark, Patents, and Copyright Week10
Protection for Software Week11
Open Source Software Week12
Information Privacy Week13
Information Disclosures Week14

Page 2 of 2
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MODULE DESCRIPTION FORM

duwlyll 3okl Caso g 73 g0

Module
skl e slasinformation
5 (gl yall

Module Title Introduction to Information System | Module Delivery
Module Type Core

Theory

CSTE1102 Lecture

Module Code Lab

Tutorial

6

ECTS Credits Practic

Seminar
SWL (hr/sem) 150

Module Level UGx1l| 1 Semester of Delivery 1
Administering Department CSTE College EETC
Module Leader May Abd Al Moneim Saleh e-mail mai.abdulmunim@ishtaruc.edu.iq
Module Leader’s Acad. Title lecturer Module Leader’s Qualification PhD
Module Tutor Name (if available) e-mail E-mail
May Abd
Al Moneim Saleh
Peer Reviewer Name e-mail mai.abdulmunim@ishtaruc.edu.iq
Scientific Committee Approval
Date 21/4/2026 Version Number 1.0
Relation with other Modules
S AV Ll il gl ae AEM

Prerequisite module None Semester
Co-requisites module None Semester
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Delivery Plan (Weekly Syllabus)
g‘,.‘.u.l'l_; Hg)ku.“ ‘;l:-_,.l.m‘l'l CLQ..I.A“

Information Systems: An Overview Week 1
Computer Hardware Week 2
Computer Software Week 3
Network Basics Week 4
Network Security Week 5
Internet, Intranet, and Extranet Week 6
Mid Term Exam + Database Systems Week 7
Data Warehousing Week8
E-Commerce Week9
Global Information Systems Week 10
Management Information System Week 11
System Development Life Cycle Week 12
Data privacy, security, and Ethics Week 13

Page 2 of 3
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Emerging Trends, Technologies, Applications

Week 14

Preparing for final exam

Week 15

Page 3 of 3
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MODULE DESCRIPTION FORM

E«T_Lm\JJ]‘ salall a g CJ}M

Module Information
;L_'I.m'iJJ.“ a2l l._".lll.n_,li.a

Module Title Fundamentals of :iili:c;rmal Engineering Meddele Dedivery
Module Type support ® Theory
Module Code MIET1101 o LA
O Lab
ECTS Credits 6 O Tutorial
L] Practical
SWL (hr/sem) 150 OO0 Seminar
Module Level 1 Semester of Delivery 1
Administering Department College
Module Leader | Ghazwan Abdulzahra Safi e-mail PR AR g e

Module Leader’s Acad. Title Asst Lecturer

Module Leader’s Qualification | M.Sc.

Module Tutor

e-mail

Peer Reviewer Name

e-mail

Scientific Committee Approval

Date

21/04/2026

Version Number

Delivery Plan (Weekly Syllabus)
& il = prep C’Lﬂ.l.n.“
Symbols and abbreviations, Units, Electric circuits, and its elements. Week 1
The direct—current network (Ohm'’s law, Kirchhoff’s voltage and current laws Week 2
& their use in network).
Series elements and Voltage Division Week 3

Page 1 of 3
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Parallel elements and Current Division Week 4

Power sources are connected in parallel, Week 5

Circuit analysis methods: Week 6

Node voltage method

Loop current method. Week 7

Mid-term exam Week8

Circuit analysis Theorems: Week9
-Superposition

-Thevenin Week10

Norton Week11

Maximum power Week12

Independent sources and Dependent sources Week13

source transformation and preparation for final Exam Week14

Introduction to electrical elements, sources, and measuring devices related Week1

to electrical circuits
Resistance measurement based on AVO meter readings and color code Week?2
identification.

Verification of Ohm's Law Week3

Verification of KVL and KCL Week4

Verification of Thevenin’'s and Norton's theorems Week5

Verification of the superposition theorem Week6

Verification of the maximum power transfer theorem Week7

Verification of the Mesh Theorem Week8

practical implementation of Independent sources and Dependent sources Week9

Preparation for Final exam Week10

Page 2 0of 3
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MODULE DESCRIPTION FORM
Lﬂu“)ﬂ‘ R\PA| a g CJJAJ

Module Information
a.!__...u'l_).\l'l oLl ‘,;'ILA-,]-I.A

Mathematics |l
Module Title Module Delivery
Basic learning activities
Module Type
& Theory
CSTE1204 g "E;t“'"“
Module Code La
J Tutorial
[J Practical
ECTS Credits 5 O] Seminar
SWL (hr/sem) 150
Module Level 1 Semester of Delivery 2
Administering Department College
Fahad Laith Shaker faha33dlaith@gmail.com
Module Leader e-mail
Module Leader’s Acad. Title Asst Lecturer Module Leader’s Qualification | M.Sc.
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific C ittee val s L
Da:: o Appro Version Number

Delivery Plan (Weekly Syllabus)
¢ _}.E:\l'l < gy CLQ_VJ'I

Page 1 0of 3
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Vectors (Definition, notation {Ordered set, Matrix, Unit vector}, Magnitude, Unit, | Week 1
Zero, negative, Direction, Operations on vectors {addition, subtraction, scalar
multiplication}.)
Vectors (Operations on vectors {dot product, cross product}, Orthogonal, Week 2
orthonormal vectors.)
Matrices (Matrix, Diagonal, Triangular, Symmetric, Square Matrix, Transpose of a | Week 3
Matrix.)
Matrices (operations {addition, subtraction, scalar multiplication, multiplication}.) | Week 4
Matrices (Determinant, Inverse (Nonsingular).) Week 5
System of Linear Equations (Linear Equations, Linear Equations Solution, Matrix | Week 6
equations.)
System of Linear Equations (Row operations, row-echelon form “triangular”, Week 7
Rank of a Matrix, reduced row-echelon form, Augmented Matrix.)
Midterm Exam + System of Linear Equations (Gaussian elimination.) Week8
System of Linear Equations (Gauss-Jordan elimination, Solving Systems with Week9
Inverses.)
System of Linear Equations (Cramer's Rule.) Week10
Vector Spaces (Linear Combinations of Vector, span.) Week11
Vector Spaces (Linear Dependence and Independence, Basis and Dimension, Week12

Rank of a Matrix.)

Page 2 of 3
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Vector Spaces (Linear Transformations.) Week13
Diagonalization (Polynomials of Matrices, Characteristic Polynomial, Cayley— Week14
Hamilton Theorem.)

Diagonalization (Eigenvalues and Eigenvectors, Diagonalizing Matrices.) Week15
Preparatory week before the final Exam Week16

Page 3 of 3
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MODULE DESCRIPTION FORM

Module Information
i_}...;‘l_)ﬂl aalall l;'de._’ll.A

Module Title English Language 1 Module Delivery
Support or related learning activity
Module Type
& Theory
Module Code MTU1002 O Lecture
O Lab
ECTS Credits 3 [ Tutorial
[J Practical
50 [J Seminar
SWL (hr/sem)
Module Level 1 Semester of Delivery 2
Administering Department College
Qasim Jalil Khalil gasimalsiweedi@gmail.com
Module Leader e-mail
Module Leader’s Acad. Title Asst Lecturer Module Leader’s Qualification | M.Sc.
Module Tutor e-mail
Peer Reviewer Name e-mail
tantific € ) A : 21/4/2026
%c;::h FLOnEERIne SREEOYa Version Number

Delivery Plan (Weekly Syllabus)
_',.Lu.llj éJh.l.“ fﬂm‘f'l Cl.g.u.ﬂ

* Hello . Your world.

Week 1
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All about you. Week 2
Family and friends. Week 3
The way | live. Week 4
Every day Week 5
My favorites. Week 6
Where | live. Week 7
Times past.

It's time to go! Getting to know you. Week8
The way we live. It all went wrong. Week9
Let's go shopping! Week10
What do you want to do? Week11
Tell me! What's it like? Week12
Preparatory week before the final Exam Week13
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MODULE DESCRIPTION FORM
@‘Jﬂ‘ 2Ll t._'ﬂ.a.a_j CJ_,.A.I

Module Information

Azl all alall Cile slxa
Arabic Language
Module Title Module Delivery
Support or related learning activity
Module Type
® Theory
O Lecture
MTU1001 e
Module Code
O Tutorial
L] Practical
ECTS Credits 2 O Seminar
SWL (hr/sem) 50
Module Level 1 Semester of Delivery 2
Administering Department College
Kasim dassln Mohansissd Kadhim.jassim@ishtaruc.ed.iqg
Module Leader e-mail

Module Leader’s Acad. Title

Asst Lecturer

Module Leader’s Qualification | M.Sc.

Module Tutor e-mail

Peer Reviewer Name e-mail
21/4/2026

Scientific Committee Approval Verston Nushes

Date

Delivery Plan (Weekly Syllabus)
,_1«;_).1:.15" 4:._,.1....;‘3'1 c_La.l.u.H
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Introduction to Linguistic Errors — Tied Ta’, Long Ta’, and Open Ta’ Week 1
Rules of Writing Alif Magsurah and Alif Mamdudah - Solar and Lunar Week 2
Letters
The Letters Week 3
Writing the Hamza Week 4
Punctuation Marks Week 5
The Noun and the Verb and the Difference Between Them Week 6
(Objects (Al-Mafa'il Week 7
Numbers Week8
Nunation (Tanween) - Meanings of Prepositions Week9
final exam Week10
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MODULE DESCRIPTION FORM
Al yal) 3alal) Ciia g Z 3 gl

Module
<l slxslnformation
ok Programming Essentials pModile Dalivers
Module Type Core
Module Code CSTE1104 Theory
E‘ Lecture Lab

ECTS Credits Tutorial

Practical
SWL (hr/sem) 150 Seminar

odule Level UGx11] 1 Semester of Delivery 1
Administering Department CSTE College EETC
Module Leader Ali Hussein Hashem e-mail Pr.ali87@hotmail.com
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification MSC..
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Ali Hussein Hashem | e-mail Pr.ali87@hotmail.com
Scientific Committee Approval
Date 21/4/2026 Version Number 1.0
Relation with other Modules
A Al gall e 43N]l
s AY)

rerequisite module INone Femester

Fo-requisites module

INone

Module Aims, Learning Outcomes and Indicative Contents

L)Yl Obgizally elaz) 255 g Aoyl Baladl Lol

CamScanner , Jigall zuuall g3


https://v3.camscanner.com/user/download

Delivery Plan (Weekly Syllabus)
q,')]énﬂ’l *.c._,‘.}..uﬁf'l CLF.:JI

Introduction. Types of programs (Applications and Systems). Computer
Components. How computers store Data.

Week 1

Programming languages (Machine, Assembly, and High-level language).
Introduction to Compilers, Interpreters, object file, and executable file. Types of
programming errors, program development life cycle.

Week 2

Algorithms (Flowchart).

Week 3

Variables, Data Types, Declaration of variables, Constants, Statements, and
Operators.

Week 4

Making Decisions (if, if-else statements), flowchart of if-else statement.

Week 5

Making Decisions (switch statement), using break statement with switch
statement, flowchart of switch statement.

Week 6

Mid-term Exam + Loops (for loop)

Week 7

Loops (while, do-while), using break and continue statements with loops,
flowchart of loops.

Week8

Arrays (One dimensional)

Week9

Arrays (Two Dimensional)

Week 10

Functions: Built-in function functions (Library functions), and User-Defined
functions),

Function prototype (Declaration), function call, Passing arguments to a function,
return statement, Local and global variables.

Week 11
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Functions (Value-Returning) vs. Void (Non Value Returning) functions, function
with no argument and no return value, function with no argument but return
value, function with argument but no return value, function with argument and
return value.

Arguments passed by value and by reference.

Week 12

Character sequences and string handling.

Week 13

Handling and processing text files in C++

Week 14

Preparing for the final Exam

Week 15

soall zlgie

Lab 1: Introduction to C++ with a simple program implementation. Header files,
Standard Input/output instructions, Comments in C++.

Week 1

Lab 2: Variables, Arithmetic operators, Increment and decrement

Week 2

Lab 3: Relational and Logical operators, Bitwise Operators

Week 3

Lab 4: Cast operator, Conditional operator, Precedence of operators.

Week 4

Lab 5: Making Decisions (if, if-else).

Week 5

Lab 6: Making Decisions (switch statements).

Week 6

Lab 7: Loops (for)

Week 7

Lab 7: Loops (for)

Week 8

Lab 8: Loops (while, and do-while)

Week 9

Lab 9: Arrays (1D)

Week 10
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Lab 10: Arrays (2D)

Week 11

Lab 11: Functions

Week 12

Lab 11: Functions

Week 13

Lab 12: Function types according to whether it take arguments and/or return a
value or not.

Week 14

Lab 13: Character sequences and string handling.

Week 15

Lab 14: Text files

Week 16
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MODULE DESCRIPTION FORM
Eﬂm“).'\]‘ EJLA]\ i._i.u..a_g C.J_,.o.!

Module Information

;..:_lu'l _)..'.Ll'l palall il _,1:.n
Mathematics |
Module Title Module Delivery
Support or related learning activity
Module Type
CSTE1104
Module Code g I::::l?;
: [ Lab
] Tutorial
ECTS Credits ] Practical
[0 Seminar
125
SWL (hr/sem)
Module Level 1 Semester of Delivery 1
Administering Department College
Fatiad Lalih Shabar faha33dlaith@gmail.com
Module Leader e-mail

Module Leader’s Acad. Title Asst Lecturer Module Leader’s Qualification | M.Sc.
Module Tutor e-mail
Peer Reviewer Name e-mail
Xl . 21/4/2026
Scientific Committee Approval
Date Version Number
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Delivery Plan (Weekly Syllabus)
lally 5B e ) rlgial

Line and Circle Equation. Week 1
Functions (Domain, Range, Odd, Even, Types.) Week 2
The Limit and Continuity of a Function (Laws, At Infinity, Special Limits, Week 3
Continuity Conditions.)

Differentiation (Definition as limit, Differentiation Rules, Function-Derivative Week 4
Table.)

Differentiation Methods (Implicit, Logarithmic, The Chain Rule.) Week 5
Applications of Differentiation (Curve Sketching, L'Hospital's Rule.) Week 6
Applications of Differentiation (Taylor and Maclaurin Series.) Week 7
Midterm Exam + Introduction to Indefinite Integrals. Week8

Integration Methods (u-substitution, By parts.) Week9
Integration Methods (Involving Trigonometric Functions, Trigonometric Week 10
substitution.)

Integration Methods (Integration of Rational Functions by Partial Fractions.) Week 11
Integration Methods (Functions Involving Roots, Functions Involving Quadratics.) Week 12
Definite Integral and Applications (Definite Integral, Area Under a Curve, Arc Week13
Length, Average Value of a Function.)
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Definite Integral and Applications (Areas Between two Curves)

Week14

Preparatory week before the final Exam

Week15
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MODULE DESCRIPTION FORM
(D a ) ) e i g

Module Information
.l*ulg.m salall Cila glaa
Engineering Drawing Module Delivery
Support or related learning [ Theory
activity L]l Lecture
TECAI102 X Lab
] Tutorial
5 (] Practical
L] Seminar
125
1 Semester of Delivery 1
Cybersecurity College ishtar
Engineering
Kareem jabur Kareem | e-mail kareem.jabr@ishtaruc.edu.iq
Assist. Lect. Module Leader’s Qualification | Asst.prof
20/04/2026
Relation with other Modules
S AY A al) 3 gall aa 43%al) |
None Semester
None Semester

CamScanner , Jigall zuuall g3


https://v3.camscanner.com/user/download

Delivery Plan (Weekly Syllabus)

Introduction of Engineering Drawing Week 1
Drawing settings of AutoCAD Week 2
Drawing Tools: Point, Line, Multiline, P line, Spline, X line Week 3
Rectangle, Donut, Polygon Week 4
Circle, Arc, Ellipse Week 5
Modify Tools Week 6
Erase, Undo, Redo, Explode, Move, Copy, Rotate, Mirror, Array,

Align, Scale, Stretch,

Lengthen, Trim, Extend, Break, Join, Chamfer, Fillet.

Mid Term Exam + Display Control, Zoom, Pan, Redraw, Clean Week 7
Screen.

Dimensions - Linear, Aligned, Radius, Diameter, Center Mark, Week8
Angle, Arc length, Continuous,

Baseline, Tolerance, Dimension Space, Dimension Break, Jogged

radius, Ordinate

dimensions

Annotation Tools Week9
Text, Style, M text, Scale text, Spell

Hatching Objects Week 10
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3D modeling Week 11
Convert 2D To 3D Week 12
Solid Editing + presenting a final project Week 13
Preparatory week before the final Exam Week 14
final exam Week 14
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MODULE DESCRIPTION FORM

@bﬂ‘ 33 LaJ| 409 C.}j.w

Module Information

En:i.m'l _).\." aalall il jlx.n
Digital Logic Desi
Module Title igital e VRSN Module Delivery
Core

Module Type v Theory

Lecture
Module Code CSTE1201 v Lab

6 v Tutorial

ECTS Credits Practical

Seminar
SWL (hr/sem) 150
Module Level 1 Semester of Delivery 2
Administering Department Type Dept. Code College Type College Code
Module Leader Haider Saheb Shaker e-mail haider.sahib@yahoo.com
Module Leader’s Acad. Title lecturer Module Leader’s Qualification Msc.
Module Tutor Name (if available) e-mail E-mail

Haider Saheb

Peer Reviewer Name Shaker e-mail haider.sahib@yahoo.com
Scientific Committee Approval
Date 21/4/2026 Version Number 1.0

Relation with other Modules

& AY) Ll all 3 gal) ae A8

Prerequisite module

None

Semester

CamScanner , Jigall zuuall g3


https://v3.camscanner.com/user/download

Delivery Plan (Weekly Syllabus)
i_}hﬂl E.!.: __,:1...:)'1 C_Lg..u]l

Number systems (decimal, binary, octal, conversions, operations) Week 1
Number systems (hexadecimal, BCD, conversions, operations) Week 2
Number systems (excess-3, gray code, conversions, operations, complements) Week 3
Logic gates (AND, OR, NOT, NAND, NOR, XOR, XNOR) Week 4
Logic simplification (Boolean theorem) Week 5
Logic simplification (Demorgan’s theorem) Week 6
Karnaugh maps (2-variables, 3-variables) Week 7
Karnaugh maps (4-variables (SOP, POS, don’t care)) Week8
Karnaugh maps (S-variables, (SOP, POS, don’t care)) Week9
Arithmetic operations (adder, parallel binary adder) Week10
Arithmetic operations (subtractor, adder-subtractor circuit) Week11
Arithmetic operations (decoder, encoder) Week12
Arithmetic operations (Multiplexer, Demultiplexer) Week13
Flip-flop types and operation Week14
Synchronous and Asynchronous Counter Week15
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Preparatory week before the Final Exam Week16
Lab 1: logic gates (NOT, AND, OR) Week1
Lab 2: Logic gates (NOR.NAND) Week?2
Lab 3: Logic gates (XOR, XNOR) Week3
Lab 4: Boolean theorem Week4
Lab 5: Demorgan’s law Week5
Lab 6: Karnaugh map Week6
Lab 7: SOP Week?7
Lab 8: POS, don’t care Week8
Combinational circuit (half adder, full adder) Week9
Combinational circuit (Half subtractor, full subtractor) Week10
Decoder and Encoder circuits Week11
Multiplexer and Demultiplexer circuits Week12
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MODULE DESCRIPTION FORM
Asl all Balall G g 73 g

Module
saladl - Cla slasInformation
Al yal)
Module Title Engineering Workshops Module Delivery
Module Type Basic Theory
X Lecture
Module Code STE1205 X Lab
ECTS Credits 6 (] Tutorial
¥ [] Practical
SWL (hr/sem) 150 [] Seminar
Module Level 1 1 Semester of Delivery 1
Administering Department College
Module Leader e-mail

Module Leader’s Acad. Title

Module Leader’s Qualification | M.Sc.

Module Tutor

e-mail

Peer Reviewer Name

Halah Jawad Hassan

e-mail

Halajawad8080@gmail.com

Scientific Committee Approval

Date 2026/4/21 Version Number | 1.0
Relation with other Modules
s DAY Ll jall 3 gall ma Al
Prerequisite module None Semester
Co-requisites module None Semester
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|

Delivery Plan (Weekly Syllabus)
,Eg_).la.dl = 32| rlgiall '

Principles of Industrial Safety in Electrical Workshops.

* Electrical shock protection and safety measures.

* Familiarization with tools used in electrical workshops. * Power sources and
their characteristics.

*Training on the use of a multimeter for measuring wire sizes.

Week 1

Different Types of Welding Irons (with different capacities) and Spot Welding
Proper usage techniques for different types of welding irons, including spot
welding.

* Introduction to electric transformers and their types.

*Magnetic circuits in transformers.

Week 2

Electric Circuits and Transformer Operation.

* Opening transformers and gathering information from the old transformer for
primary and secondary windings.

* Measurement of wire diameters for the transformer.

* Types of electric motors (single-phase and three-phase), example of shaded
polemotor (small water pump motor).

Week 3

Electrical Installations and Types of Wiring (Surface and Concealed) » Types
of electrical installations (surface and concealed)

. » Concealed wiring within pipes

. » Siemens wiring installation.

* Drawing a lighting installation circuit with control circuit. » Practical
exercise on wiring installation.

Week 4

Parallel Wiring of Two Lamps with a Switch and Socket
* Drawing a circuit diagram for two lamps wired in parallel with a switch and
socket.

e Practical application of the circuit.
* Drawing the internal connection for a fluorescent lamp circuit.

*Replacing one lamp with a fluorescent lamp .

Week 5
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Drawing a Staircase Lamp (Two-Way Switch) Circuit Week 6 o Drawing a Week 6
circuit diagram for a staircase lamp with two-way switches.
*Practical application of the circuit
Introduction to Electrical Relays, Types, Uses, Thermal Overload Relays, Time | Week 7
Delay Relays
* Understanding electrical relays and their types.
* Applications and uses of relays.
Operation of Single-Face Motor with an Air Pick-Up and Push Button e Week8
Operating a single-face motor using an air pick-up and push button.
* Operating the motor and changing its direction of rotation using relays and
a time delay.
Introduction to Workshop Safety Week9
Discuss the importance of safety in workshop environments,
* Cover safety rules, personal protective equipment (PPE), emergency
procedures, and
hazardous material handling
Turning Process and Instrumentation Measures Week10
* Explain the basics of the turning process, including lathe machine components
and operations.
* Discuss instrumentation measures used in turning, such as calipers,
micrometers, and dial indicators
Cutting Tools in Turning Week 11
* Introduce different types of cutting tools used in turning, including lathe tools,
inserts, and tool holders.
*Explain tool geometry, selection criteria, and tool life considerations.
Practical Exercise - Horizontal Turning Week 12

 « Demonstrate horizontal turning on a lathe machine.
e ¢ Guide students in practicing turning operations, such as facing,
turning, and grooving, using appropriate cutting tools
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Teach students how to turn different shapes, such as tapers, chamfers, and
threads, on the lathe machine.

* Cover techniques for creating internal and external threads and other
complex shapes .

Week 13

Practical Exercise - Filing Process

* Guide students in practicing filing techniques on various materials.
* * Demonstrate the correct filing motions, angles, and finishing
methods for different surfaces and edges

Week 14

e final exam

Week 15
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MODULE DESCRIPTION FORM

Module Information
A )l 3all) Cila glas

Module Title | Democracy and Human Rights | Module Delivery
Module Type Basic learning activities ® Theory

[ Lecture

006

Module Code MTU1 O Lab
ECTS Credits 2 O Tutorial

U Practical
SWL (hr/sem) 50 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department College
Module Leader | Hussein wameer obaid e-mail Haseinawsnergpgmall.com
Module Leader’s Acad. Title Asst Lecturer Module Leader’s Qualification | M.Sc.
Module Tutor e-mail
Peer Reviewer Name e-mail
;S;:::ti fic Committee Approval 7 /2 /202 6 Verslon M

Delivery Plan (Weekly Syllabus)
g o o sua¥l gl

Historical development of human rights and human rights in ancient Week 1
civilizations.

Human rights in divine religions with focus on Islam: human rights in the Week 2
medieval and modern periods.

Regional recognition of human rights (European, American, African, Islamic, | Week 3

Arab).
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NGOs and their role in human rights (ICRC, Amnesty International, Human Week 4
Rights Watch, Arab Organization for Human Rights).

Human rights in international conventions (Universal Declaration of Human | Week 5
Rights and the two International Covenants).

Regional human rights conventions. Week 6
Midterm examination. Week 7
Human rights in national legislation (Iragi Constitution) Week8
Guarantees and protection of human rights at the national level. Week9
Protection of human rights at the regional and international levels and the Week10
crime

Classification of public freedoms and personal liberties. Weekl1
Intellectual and cultural freedoms. Week12
Freedom of press, assembly, and associations. Week13
Economic and social freedoms. Week14
final exam Week15
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